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having something to hide. To further the interests of personal protection in the cyber world, he is working 
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free encrypted email server for the public. Born of immigrant parents, he understands the challenges 
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Executive Summary

For the truly nefarious, even a crisis is an opportunity. Canadian, American and European authorities have noticed an 
uptick in cybercrime incidents as more people work from home. The threat expands further as government employees and 
legislatures attempt to move to remote workspaces. Together, corporate and government employees could be facing 
billions of dollars in additional costs from ransomware, phishing or malware attacks. The flow of information has never been 
so weaponized as it has in recent years. The biggest and most brazen attacks seem to have been launched by the Russian, 
Iranian and North Korean state authorities. To protect citizens and states, tools such as end-to-end encryption and zero-trust 
architecture need to be deployed in mainstream applications.

While the focus of this document is primarily on ensuring we have a strong network perimeter, it should also be 
acknowledged that users need to be educated as well as they arguably are the weakest part of any network.

This white paper is a piece that was originally published by David Bruno in March 2020. It can be accessed by clicking the 
following link: https://davidbruno.ca/

https://davidbruno.ca/
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For the truly nefarious, even a crisis is an opportunity. Paddon (2020) reports Canadian and American authorities have 
noticed an uptick in cybercrime incidents as more people work from home. Sharton (2020) believes cybercriminals are 
leveraging the fact that authorities and resources are being focused on fighting the COVID-19 pandemic to target 
vulnerable internet users who may be working from home for the first time. “Companies may eventually face the 
prospect of functioning with little to no personnel on-site or skeleton crews in IT and other important support functions,” 
says Sharton.

85 per cent of companies executives surveyed by the CNBC Technology Executive Council said at least half of their 
employees are now working remotely, while 36 per cent of them said they have noticed a consequent rise in the number 
of cybersecurity threats (Rosenbaum, 2020). One executive even said the number of phishing and cyber scams his team 
had noticed were up by 40 per cent since the pandemic erupted. On the other side of the Atlantic, British companies have 
reported a 400 per cent spike in similar cybersecurity threats over the past six weeks (Corfield, 2020).

The most common threats emerging during this tumultuous time are phishing, malware and ransomware attacks, according 
to cybersecurity experts (Adriano, 2020). For many employees, connecting to the corporate server through a virtual private 
network (VPN) isn’t something they’re familiar with. Considering how rapidly the COVID-19 pandemic spread, it seems likely 
that corporations may have rushed their instructions and guides for employees to connect. This leaves severe vulnerabilities 
for the cybercriminals to exploit. Even in cases where the VPN connection is secured, attackers have found vulnerabilities in 
home network infrastructure and private internet connections to launch their attacks (Doffman, 2019). 

The threat expands further as government employees and 
legislatures attempt to move to remote workspaces this 
week. Nicole Coughlin Raimundo, chief information officer 
for the Town of Cary, North Carolina, U.S., has noticed 
a spike in the number of phishing campaigns her team 
faces since moving to work-from-home (WFH). Cary’s 
IT team has deployed security measures like antivirus, 
endpoint and remote support solutions, but employees’ 
home networks may not be as secure as the town’s office 
network (Rosenbaum, 2020). 

Together, corporate and government employees could 
be facing billions of dollars in additional costs from 
ransomware, phishing or malware attacks. Aggregate 
cybersecurity costs for the entire economy could boom 
this year, just as the recession hits, applying the costs 
everyday users and taxpayers face. However, there 
seems to be much more at stake than just money. 
Statesponsored cyber attacks add yet another regretful 
and petrifying dimension to this crisis.

Introduction

Figure 1: Example of a Phishing Attempt

 Source: Andrew Levine. Retrieved from 
https://commons.wikimedia.org/w/index.php?curid=549747. 
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State-Sponsored Panic

The flow of information has never been so weaponized as 
it has in recent years. Bradshaw & Howard (2019) found 
that the number of countries using misinformation for 
political purposes online had jumped from 28 in 2017 to 
70 in 2019. The most prominent countries in their findings 
are now also involved in a misinformation campaign 
against their own citizens as well as against rival states.

Social media platforms in Iran, China, Venezuela and 
Egypt have all been flooded with false and misleading 
claims and conspiracy theories that have caused 
widespread distress and panic during this health crisis 
(Beavers, 2020). 

Nearly all these conspiracy theories are focused on the 
origins of the COVID-19 virus and the intentions of its 
creators. 

However, the biggest and most brazen attacks seem 
to have been launched by the Russian state authorities. 
An internal European Union briefing states that Russia’s 
state- aligned media has launched a significant 

Figures 2: Example of Misinformation 

Source: Lim, 2020

disinformation campaign against the West to worsen 
the impact of the coronavirus, generate panic and sow 
distrust (Emmott, 2020). “For the Kremlin, Covid-19 is an 
opportunity as well as a crisis,” says Foxall (2020). “Russia 
has long sought to subvert the rules-based international 
order by creating fractures within Western societies, or 
taking advantage of pre-existing ones.”

Designed as viral social media posts, the false claims 
include accusations that illegal migrants were importing 
the virus into countries, that the virus was a bioweapon 
developed by China, or that the U.S. had created the 
virus to weaken other nations (Jozwiak, 2020).

The Kremlin’s disinformation campaign isn’t just targeted 
abroad. According to health experts, Russian President 
Vladimir Putin’s administration has also clamped down 
on the number of reported cases of coronavirus in Russia 
to prevent the public from fully acknowledging the crisis 
(Greenberg & Fomina, 2020). Despite its population of 140 
million, Russia reported 147 cases of coronavirus disease, 
and zero fatalities, as of March 18.
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Solutions

Governments have clamped down on the disinformation. 
Canada’s Communications Security Establishment stated 
they have already taken down fake websites posing as 
government agencies and misdirecting Canadians. The 
intelligence agency also warned that health organizations 
across the country now face an «elevated level of risk» of 
cyber security incidents (Tunney, 2020).

However, the government’s arsenal for cybersecurity 
may be limited while fighting a war on several fronts. As 
government infrastructure and citizen data comes under 
attack from other states and nefarious criminals with 
sophisticated tools, nations need equally sophisticated 
forms of protection.

The standard solution recommended by experts is 
end-to-end encryption (E2EE). End-to-end encryption 
facilitates the type of encrypted communication that 
only the sender and receiver can read/see. A signal of 
its effectiveness is the fact that the several governments, 
including Australia, the UK and US, attempted to block 
Facebook’s implementation of E2EE on its WhatsApp 
platform (Thakkar, 2019). This indicates that E2EE may 
supersede national intelligence agency capabilities and 
could thus be an effective tool to safeguard private, 
sensitive or classified data.

The other cutting-edge solution is Zero-Trust (or 0-trust) file 
sharing. Developed by John Kindervag, principal analyst 
at Forrester Research Inc. in 2010, Zero Trust Network, or 
Zero Trust Architecture is now moving into mainstream 
adoption (Pratt, 2018). This method goes further than 
simply encrypting the file, it stores it on a virtual server that 
is placed behind a firewall.

This system allows company users to access their files from 
anywhere, using any device, since they never need to 
store, download or share the files themselves.

Combining these two cutting-edge techniques could 
deliver precisely the platform government institutions and 
medical researchers need to safeguard their sensitive 
research information/data, and provide a new tool in the 
fight against COVID-19 misinformation across the web. 
Which is why SafeSwiss has amalgamated E2EE along with 
the zero-trust architecture of FileFlex (developed by the 
Canadian company QNEXT) - a platform for remote data 
access and hybrid IT infrastructure.

The “never trust, always verify” model that underlies 
FileFlex’s platform allows users to access their data from 
anywhere and any device without compromising on 
security. Every interaction, piece of information and 
communication is stored behind an industrial-grade 
firewall that counteracts third-parties regardless of their 
sophistication.

Figure 4: Demonstration of the FileFlex platform.

Source: SafeSwiss

Figure 3: E2EE vs Centralized Encryption 
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And so, on the one hand, while we expect, but 
cannot yet assume with undiluted certainty, that 
the upper levels of the Canadian government such 
as the Prime Minister’s Office (PMO), the Canadian 
Security Intelligence Service (CSIS), and our Diplomatic 
Core (Global Affairs), already utilize E2EE and zero-
trust architecture among other tools. But on the 
other hand, what we do know, is that the majority of 
medical researchers, healthcare workers and other 
government employees have never had access to such 
sophisticated tools as they rely on their local IT networks 
in their respective government agencies/ministries.

Now that a substantial number of medical researchers 
and government employees are compelled to work 
from home, the Canadian government could adopt 
quick and convenient commercial solutions such as E2EE 
email/text/telephony, and  FileFlex to rapidly safeguard 
their workforce and the nation’s critical data. While 
some current remote workers feel somewhat safe in the 
knowledge that they are using a virtual private network 
(VPN), it is interesting to note, that according to Gartner, 
"by 2023, 60 per cent of enterprises will phase out most of 
their remote access VPNs in favour of zero trust network 
access" (Weinberg 2019). 

As the world fights a crisis of unprecedented proportions, 
amplified by the misinformation campaigns of rogue 
nations, Canadian authorities and industry leaders must 
work together to safeguard the nation’s health, data 
and future. We believe a solution driven by science and 
technology is the need of the hour.
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